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Abstract MIT Technology Review lists sensor net-
works as one of “Ten Emerging Technologies That Will
Change the World” [1]. This paper extends our ear-
lier paper [7], and describes three additional lab exer-
cises, derived from the TinyOS tutorials and using Mi-
caZ motes, that are suitable for activity-driven teach-
ing of sensor networks to undergraduate students. One
exercise includes some actual coding, and in another
exercise, a mote also logs data to local storage, and re-
ports it back to the PC at a later time. We describe our
experiences, lessons and code alterations.
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1 Introduction

Sensor networks are on their way to becoming ubiq-
uitous in our everyday lives. In the future, agri-
cultural fields may be fitted with sensor network
devices letting farmers know when to water fields,
nursing homes could use sensor networks to alert
nurses of possible problems [4], and eventually, sen-
sor network devices may even be embedded in con-
crete structures such as bridges to monitor struc-
tural integrity. With such a large potential for ap-
plications, it is surprising that only a few colleges
and universities have introduced sensor networks
into the undergraduate curriculum to date. It is
critical that the next generation of computer sci-
entists know how to program and deploy sensor
networks. Although some tutorials currently exist,
their target audience is largely graduate students
and professional researchers.

This paper extends our earlier paper [7], in which
we describe three introductory lab exercises that
are suitable for the activity-driven teaching of sen-
sor networks to undergraduate students. The first
exercise was about uploading a simple program that
blinks one LED to one mote, which is equivalent to

a hello world program. The second exercise used
radio communication between several motes. The
third exercise used a sensor board to take measure-
ments and send them to a base station PC, which
could then make them available over the Internet.
In this paper, we describe more exercises and ideas
for undergraduate sensor network education. Two
undergraduate students and one faculty member
spent a week working through the original TinyOS
tutorials [2] to adapt these exercises.

2 Background

2.1 Hardware

Sensor network devices, called motes, are manufac-
tured by companies such as Intel, Crossbow, Dust
Networks, Millennial Net, Arch Rock, Ember, Sun
Microsystems, and others. We had access to Cross-
bow MicaZ motes, including Mica sensor boards
and MIB510 programming boards. For detailed
hardware specifications, see the Crossbow website
[5].

2.2 TinyOS

“TinyOS is an open-source operating system de-
signed for wireless embedded sensor networks. It
features a component-based architecture which en-
ables rapid innovation and implementation while
minimizing code size as required by the severe
memory constraints inherent in sensor networks.
TinyOS’s component library includes network pro-
tocols, distributed services, sensor drivers, and
data acquisition tools—all of which can be used
as-is or be further refined for a custom applica-
tion. TinyOS’s event-driven execution model en-
ables fine-grained power management yet allows
the scheduling flexibility made necessary by the un-
predictable nature of wireless communication and



physical world interfaces.” [3]

2.3 Setup
After several unsuccessful attempts to install
TinyOS 2.x, both on Linux and Windows/Cygwin,
we had success with the Windows InstallShield for
version 1.1.11, which we still recommend at this
time. Two things to note before getting started:

1. In this paper, paths are relative to the
TinyOS directory, which by default is
/opt/tinyos-1.x.

2. Do not attach a mote with batteries in it to a
powered programming board.

3 Hands-on Exercises

3.1 Lab Exercise IV: Control
In this exercise, based on lesson 7 from the TinyOS
1.x tutorial [2], the PC wirelessly controls a mote
by sending it packets that command it to do specific
functions. Figure 1 shows which piece of code runs
on each piece of hardware. The steps are as follows:

1. Connect the programming board to the serial
port of the PC, attach a mote to the pro-
gramming board, and connect the program-
ming board to power.

2. Compile and upload the SimpleCmd applica-
tion to the mote:

(a) cd into apps/SimpleCmd

(b) type make <mote type> install
<board type>,<device>. In our case,
the correct command was make micaz
install mib510,/dev/ttyS0.

3. Remove the mote from the programming board
and install batteries.

4. Attach another mote to the programming
board.

5. Compile and upload the TOSbase application
to this second mote.

6. Start the SerialForwarder application:

java net.tinyos.sf.SerialForwarder
-comm serial@<serialport>:<baud rate>

In our case, the command was:

java net.tinyos.sf.SerialForwarder
-comm serial@COM1:57600

7. In a new terminal window, use the
BcastInject application to send a com-
mand to the mote running SimpleCmd:

java net.tinyos.tools.BcastInject
<command>

The supported commands are:

• led_on – Turn on the yellow LED

• led_off – Turn off the yellow LED

• radio_louder – Increase radio power

• radio_quieter – Decrease radio power

You should now be able to control the yellow LED
and the radio power by running BcastInject. Try
adjusting the radio power to see how it affects the
range at which the mote can receive commands.

3.1.1 Problems Encountered

The TinyOS tutorials imply that the baud rate can
be left out or replaced by the model of the mote, but
we found that we could only get SerialForwarder to
work if we specified the correct baud rate for the
mote when launching it (see step 6). The baud rate
for Mica2 and MicaZ motes is 57600.

3.2 Lab Exercise V: Sounder Control

In this exercise, we will take the code from the pre-
vious exercise and modify it, adding a function to
control the sounder built into the MicaZ’s sensor
board. This exercise is based on the suggestion
given in lesson 7 of the TinyOS tutorial. We rec-
ommend trying this on your own before reading the
solution below. The steps are:

SimpleCmd

MicaZ + sensor board
MicaZ + 

programming board

SerialForwarder
BcastInject

PC

TOSBase

Figure 1: Setup and flow of data in exercises four
and five.



1. Connect the programming board to the se-
rial port of the PC, attach a mote and a sen-
sor board to the programming board (sensor
board goes below), and connect the program-
ming board to power.

2. Make necessary changes to SimpleCmd files and
BcastInject source code and recompile java
tools (details below).

3. Compile and upload the modified SimpleCmd
code to the mote.

4. Take mote and sensor board off the program-
ming board and assemble them, then put an-
other mote on the programming board.

5. Compile and upload the TOSBase code to the
second mote.

6. Run the SerialForwarder java application.

7. Send commands to the mote with the sensor
board attached using BcastInject.

A total of eight code modifications in
four files are needed to get the sounder
to work. In the apps/SimpleCmd direc-
tory, we will modify SimpleCmdMsg.h,
SimpleCmd.nc, and SimpleCmdM.nc. Then,
in the tools/java/net/tinyos/tools directory,
we will modify BcastInject.java.

First, in SimpleCmdMsg.h, you add new con-
stants SOUNDER_ON and SOUNDER_OFF to the enu-
meration that defines the commands. Second, in
SimpleCmd.nc, a new wiring is needed:

SimpleCmdM.Sounder -> Sounder

In order to get the sound function to work, we
use the Sounder component, which can be found
in the tos/sensorboards/micasb directory. Note
that the name of the last directory will be differ-
ent depending on what type of sensor board you
are using (in our case, micasb). Third, remem-
ber to include Sounder in the list of components
at the top of SimpleCmd.nc. The fourth change, in
SimpleCmdM.nc, is to add the line

interface StdControl as Sounder

to the uses clause so that we can control the sounder
with the StdControl interface. Fifth, in the switch
statement where the command’s action is parsed,
we have to add clauses to take care of what occurs
when our new commands are used. Our additions
are shown below:

case SOUNDER_ON:
call Sounder.start();
break;

case SOUNDER_OFF:
call Sounder.stop();
break;

The sixth alteration, the last for the
SimpleCmdM.nc file, is to add an init call to
the sounder where the rest of StdControl is
initiated. To do this we added:

call Sounder.init();

to the StdControl.init() function before the
other components are initialized. Finally, we need
to make two alterations to the BcastInject.java
program. The seventh code alteration is to add
SOUNDER_ON and SOUNDER_OFF to the list of byte
constants that represent commands at the top of
the class. Remember to make sure that the num-
bers you choose to represent the sounder commands
correspond to the numbers you picked earlier in the
SimpleCmdMsg.h file. The eighth and final code
change is in the if-else statement that is dealing
with the variable cmd. Two clauses should be added
to deal with our new commands, shown below:

} else if (cmd.equals("sounder_on")) {
packet.set_action(SOUNDER_ON);

} else if (cmd.equals("sounder_off")) {
packet.set_action(SOUNDER_OFF);

With these changes to the code, we’ve added
the sounder’s functions to the mote. Using
BcastInject to send commands to the mote, it
should now support all of the commands listed in
the previous exercise along with the new commands
sounder_on and sounder_off.

A suggestion for a project is to write a Morse
code sounder that would take written sentences and
translate them into Morse code, which the sounder
would then express. This would involve more work
in topics including buffering, custom defined pack-
ets, and acknowledgement protocols.

3.3 Lab Exercise VI: Data Logging
This exercise is based on lesson 8 in the TinyOS 1.x
tutorial, in which we command a mote to record
and store data, then transmit it back to the base
station PC at a later time.

1. Attach a mote and a sensor board to the pro-
gramming board.

2. Compile and upload the SenseLightToLog ap-
plication to this mote.



3. Remove the mote and sensor board from the
programming board and put them together.

4. Program another mote with the TOSbase ap-
plication.

5. Start SerialForwarder.

6. In a new terminal window, use
BcastInject to command the mote: Type
java net.tinyos.tools.BcastInject
start_sensing <num_samples> <interval>
where <num_samples> is the number of sam-
ples to take, and <interval> is the time in
milliseconds between samples. We used 16
and 1000, respectively. The mote will toggle
the red LED as it takes the readings.

7. After the mote finishes taking the samples,
type java net.tinyos.tools.BcastInject
read_log <mote_address> In our case, the
mote address was 1. This command causes
the mote to send back the readings that it had
stored in memory.

Applications that can store their data for later col-
lection are useful any time sensors need to collect
data while they’re out of transmission range. One
application where this would be particularly use-
ful would be in an agricultural setting, in which
sensors could measure the micro-climate, and store
the measurements in memory until the data can be
collected, for example when a farmer drives within
range while working in the field.

4 Discussion
While we were unsuccessful installing TinyOS 2.x
manually on Linux and Windows/Cygwin, we re-
cently had success running it from a live CD, which
is a pre-made bootable Linux CD. TinyOS 2.0.1 was
released in May 2007, and the tutorials and instal-
lation instructions are still somewhat incomplete.
We are currently working on getting TinyOS 2 to
work. When we accomplish this, our next step will
be to work on some of the new tutorials that come
with TinyOS 2, such as an anti-theft application.

5 Conclusion
This paper extended our earlier paper and de-
scribed three additional exercises about remotely
controlling motes from a PC. Combined, our ex-
ercises cover all of the basic TinyOS abstractions:
computation, communication, sensing, and storage.

With such a broad range of applications, sen-
sor networks are an important emerging technology.
Because of this great potential, it is very likely that
sensor networks will become much more common-
place in the near future. This will create a demand
for people who have the skills for, and familiarity
with setting up and working with sensor networks.

The exercises described in this paper and the
previous paper attempt to reconcile sensor net-
works and undergraduate education. Hopefully,
these exercises will help sensor networks to become
an engaging and frequently taught topic in the un-
dergraduate classroom.
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